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This article aims to acquaint the reader with the intriguing theme of network based covert channels and describes how these copse data communication and hiding techniques can be, and are being actively exploited over various communication networks. It gives the reader a detail insight on the background, methods, tools, detection techniques and future implications associated with them. We will have the latest insight in to this rapidly evolving field.

Introduction

Covert channels is a genre of information security research which generally does not form a part of mainstream discussions but it has been an active discussion topic in the academic, research and government domain for the past 30 years. The notion of covert channels spawned from a paper by B. W. Lampson titled "A Note on the Confinement Problem" during the communications of the ACM in October 1973 which introduced the term but restricted its use to a subclass of leakage channels that excluded storage channels and legitimate channels. Lampson defines covert channels as a method of information transmission over channels not destined for communication, like the process state buffers. However, the most widely accepted definition of covert channels, by Department of Defense Trusted Computer System Evaluation Criteria, defines it as 

“... any communication channel that can be exploited by a process to transfer information in a manner that violates the system's security policy.”

This document categorizes the covert channels into two types: Covert Storage Channels and Covert Timing Channels. 

Covert storage channel can be described as the writing of hidden data into a storage location not specifically meant for communication, by the communicating entities. In contrast, communication in a covert timing channel happens when the communicating entities signal information by manipulating its system resources which affects the response time observed.

Covert channels and steganography (the Greek for covered writing) are inter-weaved and are often confused. Both deal with data-hiding techniques and piggybacking of message on legitimate communication channels. An example of steganography is manipulating the low order bits of a bitmap file to conceal information. The science of steganography thus avails covert channels in order to have secret information transfer.

Whispers on the Wire

Covert Channels: Exploitation

Network communication channels can be extensively exploited to implement covert channels. With the reliability, robustness and speed associated with these communication protocols, a highly effective and feasible model of covert channels can be implemented over networks.

The highly publicized DDoS attacks of 1999 on popular websites like Yahoo!, CNN, EBay, E-Trade, Buy.com were automated by using thousands of distributed agents which communicated with each other through covert channels in network protocols and is perhaps the best testimony of their lethality. 

Now we describe some meticulous techniques in which some widely used network protocols can be actively exploited for the desired purpose. 

Internet Protocol (IP)

Internet Protocol (or IP) is the network layer protocol which drives the Internet. It is a robust connection-less protocol providing the best way in which higher layer protocols can send packets to the remote destination in the most economical manner. 

Figure __ describes the structure of the IP header. Many fields in the IP header are optional, reserved or not being used in active connections. These fields can be used for hiding concealed data bytes which can be used as a method covert data transfer between the sender and receiver.
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The IP ID Method

The 16 bit IP ID (Identification) field is the most eligible choice, which can be used for byte-to-byte covert communication. The IP ID field gives a unique identification number to each packet, which is used to identify the fragmented packets during reassembly among other tasks. Other fields like the Flags can also be used however they have a possibility of being altered or stripped off by various network transit points due to fragmentation or filtering. 

Transport Control Protocol (TCP)

The Transport Control Protocol (or TCP) is a connection-oriented protocol which handles end-to-end reliability in network communications. Due to enhanced error-correction and reliability, it has a lot of control overhead which can be successfully exploited for covert communication (Figure __, the TCP header). 
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Again we will choose only the practical and less varying fields for covert data piggybacking.
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The ISN Method

The 4 byte Sequence Number field seems as a good choice. The Initial Sequence Number (or ISN) is used for establishment for a steadfast end-to-end virtual circuit by using the method of three-way handshake (Figure __). This standard method involves a Synchronize packet being sent from the client to the server which has an ISN describing the connection and the SYN Flag turned on. The server acknowledges with a reply packet having its own ISN and Acknowledgement number (client’s ISN+1), with SYN and ACK fields turned on. The client further acknowledges to this packet henceforth completing the three-way handshake.

The large 32 bit address space of the Sequence Number field can be used for covert data storage. The sending party will send the payload over the Sequence Number field and the passively listening receiving party will then extract the data. Hence by using the Sequence Number field in a Synchronize (SYN) packet we can establish an independent two way communication channel.

ACK Bounce Method 

Another method which involves the TCP header can be used. Termed as the ACK Bounce Method, it provides relatively high anonymity over the cost of no backward communication. 
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In this method, the value of the payload (32 bit) is decremented by one and is written to the Sequence Number field of the TCP header. The sending party then transmits the payload packet (SYN). The important characteristics which differentiate it from the previously discussed method are:

The destination IP addresses of the payload packet is set to the IP address of the Bounce (Intermediate) Server.

The source IP address of the packet is set to the IP address of the receiving party.

Here the Bounce Server can be any server which can act as an intermediary between sender and receiver. Now when the Bounce Server receives this payload packet from the sending party, following the prescribed procedure of the three-way handshake, it replies with an acknowledgement (ACK). However the acknowledgement packet is sent to the receiving party (as the source IP address of the payload packet was spoofed to be that of the receiving party) which is in a passive listen mode. The receiver host receives the packet and decrements the acknowledgement number by one and retrieves the covert data. 

This method fools the Bounce Server into sending the packet and encapsulated data back to the forged source IP address (receiver). From the receiving end, the packet appears to originate from the Bounce Server. If the receiving system is behind a firewall that allows communication to some trusted sites only, this method can be used to bounce packets off of the trusted sites which will then relay them to the system behind the firewall with a legitimate source address (receiver).

The two important things to note here are that Bounce Server TCP port, where the payload packet was destined must be in listen mode and the receiver must be in passive listen mode for all packets comings from the Bounce Server to a specific port.

These concepts were first introduced by Craig H. Rowland in his excellent article “Covert Channels in the TCP/IP Protocol Suite” and also presented a Linux based application called covert_tcp which demonstrated the concept. An enhanced version of the same tool called NCovert has been developed by Nomad Mobile Research Group (www.nmrc.org).

The ACK Tunneling Method

Most common firewalls available today block all incoming connections from untrusted hosts, however they allow all outgoing connections. This is what the ACK Tunneling Method exploits. The sender (outside the firewall) sends concealed data in an ACK segment (for details see fig.__), which is destined for a listening receiver (inside the firewall). For the firewall it may seem as if the payload packet is a reply to some SYN packet, sent during the three way handshake and hence allows the packet to pass-through. The only thing the sending party must be aware of is the IP address of the receiver. This method works for only basic firewalls, because the new-breed of stateful firewalls know all connection details and will discard the payload packet immediately.
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A proof-of-concept implementation was developed by Arne Vidstrom for Windows called AckCmd. AckCmd is a Trojan based on the ACK Tunneling method which spawns a command prompt on connection establishment.

Internet Control Message Protocol (ICMP)

Internet Control Message Protocol (or ICMP) was designed to pass error notification and messages between network hosts and servers. ICMP packets are encapsulated inside IP datagrams. A network node can send an error notification or query some other node about some specific information, which the receiving node replies back in a specific format. ICMP is implemented by all TCP/IP hosts.
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Figure __ shows the ICMP header, Type field identifies the type of packet associated code is notified by the Code field. We are interested in the ICMP Echo Request & Echo Reply. ICMP Echo Request is used to check whether a remote host is alive or not. When an echo request is sent to a host, the host replies back with an echo reply packet. The highly popular Ping command uses echo requests and replies. The optional data field allows having a variable length data to be returned to the sender. IP options like router alert, record route and time stamp can be used encapsulating ICMP echo request message. This provides a possibility to have covert channel. Nowadays most firewall filter out incoming echo requests, but they do allow echo replies, which provides a scope for a covert channel bypassing the firewall. Other possible ICMP packet types which have a possibility of exploitation are ICMP Address Mask and Router Solicitation.

Many tools implementing the ICMP protocol as a covert channel have been developed. It seems to be the most popular choice because of universal support, large data carrying capacity and it raises fewer suspicions as the protocol itself is considered to be benign.

Article 6 of the highly recognized underground magazine Phrack discusses the possibility of a covert channel in ICMP (named Project Loki) in a very detailed manner. A proof-of-concept library called Loki, which implemented ICMP echo request or reply based covert channels and provided authentication support (simple XOR or Blowfish), was developed which can be used to implement covertness in any application.

Other popular implementations which are widely used are ICMPTunnel, Ish, ITunnel and 007Shell which emulate a remote shell.

Hyper Text Transfer Protocol (HTTP)

The HTTP protocol is the blood of World Wide Web. It is perhaps the most widely deployed protocol over the Internet, and is allowed to pass through almost all networks. RFC 2616 defines it as 

"HTTP protocol is an application-level protocol ... It is a generic, stateless, protocol which can be used for many tasks beyond its use for hypertext ...."

Almost all organizations allow the use of HTTP protocol as WWW is the primary information resource. However it has a lot of design flaws which can be exploited, and hence is becoming one of the best and most popular ways to conceal covert data flows. Because of the limitations of lower layer protocols (TCP, IP, ICMP) like limited data carrying capacity, bandwidth limitations, possible alteration of the protocol credentials (IP ID, TCP ISN etc) at intermediate network nodes, HTTP has become the de-facto way to go covert.

The most commendable research on HTTP as a viable covert channel is done by researchers at www.Gray-World.net. The website is undoubtedly one the best place to gather the cutting edge information about covert channels (or what they term as network access control systems bypassing).
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HTTP is request-response based, the client sends a query request and the server acknowledges by sending the requested data. The architecture of covert channels over HTTP is also client-server based. The covert server can listen to requests coming at port 80, like normal HTTP servers. The covert client connects to the server and the covert communication is processed in a similar fashion as HTTP request-response. Or a proxy like covert server can be implemented which redirects the request to another server, get the response and sends it back. Another method is CGI-based backdoor in which can arbitrary data can be passed via URL strings of query requests. Many add-on techniques like using multiple proxies, reverse connections, authentication, encryption, multiple HTTP headers for communication, reverse proxies, proprietary user defined modes can further complicate the matters and can make the channel almost impossible to detect.

There is an attractive stockpile of tools on HTTP based covert channeling. Covert Channel and Testing Tool (CCTT, by www.gray-world.net) tunnels any generic communication like the SSH into higher layer protocol like HTTP. It has a lot of configuration options like elaborate support of proxies, multiple clients and reverse proxies which make it a very effective tool. Another tool called HTTPTunnel (by Lars Brinkhoff) provides bi-directional virtual data paths tunneled in HTTP. HTun is another, a one of its kind tool, which provides a complete point-to-point virtual IP network over valid HTTP requests.

Tools like ProxyTunnel, Transconnect, Corkscrew and FirePass provide tunneling of various communication channels (like SSH, Telnet) by implementing various HTTP based covert channeling techniques. The list of tools which provide covert channels and tunneling of data streams over HTTP is almost endless, the user has a lot of options to choose a practically viable application.

IPv6

IPv6 is the new avatar of IP. It is a proposed enhancement over IP, meant to replace it completely in the coming years. It provides enhanced reliability, broader address space and more security than IP. As you might have guessed IPv6 can also be used a vector of covert communication. The Extension Header in the IPv6 protocol, has 16 bits for Next Header type, 8 bits for header length, variable length options field (must be TLV encoded).
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The first two high order bits of the options filed specify what action must be taken if the option type is not recognized. 

00 - Skip this option and continue processing the header.

01 - Discard the packet.

A possible covert channel can be implemented if we generate a destination options extension header. Set the high order 2 bits of the option type to 00 and choose an option type value not recognized yet. Then encode the packet in the TLV format.

A proof-of-concept chat application called J6P (Joe 6 Pack) was developed by Thomas Graf using this technique. The technique is widely used to transfer IRC traffic stealthily.

Domain Name Service (DNS) Protocol

Unluckily the Domain Name Service (or DNS) Protocol, which is the backbone of Internet naming system, has been hit by the covert contortionists. The DNS recursion technique is where the stealth data can be planted. NSTx and DNShell use these method to provide an effective covert channel over DNS. The data is sent through a series of client-server communication by encoding data in DNS TXT, DNS A and DNS NXT packets.

Covert Miscellany

Now we will describe some out of the league concealed communication techniques and some attention-grabbing experimentation and research in the same.

Applications:

Active Port Forwarder is an interesting application which bypasses firewalls by using an intermediate port forwarding node, with added compression and SSL support.

BackStealth is another application which is executed in the memory space of the firewall itself.

MSNShell is a covert communication application which provides data hiding in the MSN Messenger Protocol.

TunnelShell provides stealthy command shell by using malformed packets like fragmented IP packets without headers for the fourth layer, which many firewalls allow to pass through.

Cd00r.c and SADoor provide passive listening backdoors which do not bind to any specific port. These are activated by sending a specialized sequence of packets.

RECUB is another user-friendly covert mode application which provides a graphical interface, encryption and ICMP based authentication.

Techniques:

M.Marone (Yale University) provides a fascinating analysis on the possibility of using the ad-hoc mobile network protocols like Dynamic Source Routing as a media of clandestine communication in his paper titled “Adaptation and Performance of Covert Channels in Dynamic Source Routing”

Christopher Abad (UCLA) stresses on the fact that an elementary flaw in the Internet checksum technique can allow data camouflage in the checksum itself, using hash collisions.

Spamdoor is the term describing the feasibility of using spam as a vector of backdoor communication.

Kamran Ehsan (University of Toronto) has written a absolutely must read post-graduate thesis titled “Covert Channel Analysis and Data Hiding in TCP/IP” which discusses many potent channeling techniques over TCP/IP, ICMP, IGMP, IPSec.

The Third Eye of Shiva / Hear the Laughing Buddha

Covert Channels: Detection

Before moving on further I would like to add that detection of network based covert channels is still in its infancy. All the research done till yet mostly discusses the theoretical possibilities, dealing with statistical analyses, probabilistic theories and complex mathematics, with few rare implementations and practicals. However, this does not mean that detection is not practically feasible. It’s just that the berry will take some time to ripen.

After ripping apart covert channels, the research community seems a little bored, now as if detection of these channels has become the hot topic among these communication cohorts. The extent of documentation on emerging on the issue is spectacular. All high-profiled conferences (like the Information Hiding Workshops, Communications of the ACM) feature quite a few papers on them. We will have a walk over on few interesting, practically viable techniques.

Stream Profiling

Stream Profiling is a grassroots technique which profiles or records the data flow of various protocols, slowly and steadily developing a signature for regular traffic. It then analyses data flow comparing the standard signatures with the current, informing the administrator of any possible anomalies. It can be considered as a hybrid of Anomaly Detection Systems (ADS) and Intrusion Detection Systems (IDS). Many commercial applications are available based on this technique.

Active Wardens

Active Wardens are akin to a firewall, a network application checking all the traffic and applying security policies on them. However, unlike firewalls, Wardens remove, modify or detect any likely carriers (on all network layers) of covert channels. These wardens alter and distort data passing through them to such an extent that it does not affect the reception quality at the user level, but eliminates all potential sources of covert communication. This almost imperceptible modification is called Minimal Requisite Fidelity. Successful implementation of this technique over live communications is still on the drawing boards, however the technique is a likely contender.

Quantized Pumps

Quantized Pumps limit covert channels in one-way communication systems. It is an advancement of traditional one-way communication systems like Store-And-Forward Protocol, The Pump and Upwards Channel. Each of these legacy techniques have theoretical and practical limitations like downgraded performance in large covert channels, hard to analyze and restrictions to precise data rates. However with Quantized Pumps the bandwidth of covert channels can be controlled precisely. 

[image: image10.wmf]
